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Abstract—Green sustainability-oriented features have become
common in network nodes and protocols. Running a network in an
energy-efficient way is an important concern of network operators
and datacenter networks. The implementation and coordination
of the myriad of existing network features poses a challenging
task. The energy efficiency capabilities must be selected accord-
ing to the network conditions and can be combined to increase
energy savings. However, they can conflict if not orchestrated
in a proper manner. Policy-Based Network Management is a
well-known approach to addressing the complexity of network
management tasks. In conjunction with a refinement process to
translate high-level policies down to low-level policies, it can
bring business directives to the network, including sustainability
goals. In this survey, we identify the major characteristics of
sustainability-oriented policies, as well as the requirements a pol-
icy refinement method for such type of policies has to fulfill, includ-
ing energy efficiency capabilities orchestration. We then analyze
existing policy refinement techniques and discuss the challenges on
how they address or need to be modified in order to be applicable
to sustainability-oriented policies.

Index Terms—Networks, policy refinement, management, sus-
tainability, energy efficiency.

I. INTRODUCTION

UNNING a network in an energy-efficient way is an
important concern of network operators [1]. This is trig-
gered, on the one hand, by the increased awareness of issues
related to sustainability among customers, and, on the other
hand, by potential savings in terms of operating expenditures.
Many solutions that address energy efficiency as the main
operational aspect of sustainability have been developed to
exploit the idleness of links and nodes. Such solutions are
capabilities also referred to as sustainability, energy efficiency,
energy savings, or green capabilities. According to Bilal et al.
[2], energy efficiency can be achieved by concentrating traffic
to put unused devices to sleep or by scaling down the link
data rate.
Such solutions are as local as chip-level enablers for a more
power-efficient node or as broad as routing protocols. Two
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typical local solutions are the use of the different power states
as specified by the Advanced Configuration and Power Inter-
face (ACPI) [3] and the use of Adaptive Link Rate (ALR)
[4]. Energy-Aware Routing as Green Open Shortest Path First
(OSPF) [5], [6] is an example of a protocol that aims to reduce
energy consumption by synchronizing the behavior of nodes
across the network. SustNMS [7] is an example of a solution
combining green traffic engineering plus sleeping the unused
devices. There are also standardization efforts, such as the
Green Abstraction Layer (GAL), which proposes an abstrac-
tion layer to exchange information about power management
settings of energy efficiency capabilities [8].

Seen in a generic manner, node-level energy-saving capa-
bilities operate by evaluating the need for resources during a
particular time interval and then automatically adjusting the
system performance (thus potentially reducing the power con-
sumption) to match the demand. Network-level energy-saving
capabilities try to dynamically concentrate or re-route traffic
such that particular paths could be transitioned towards a sleep
mode either through commands from the management system
or by automatic node-level energy efficiency capabilities. These
capabilities were developed to operate independently from each
other. Putting more than one to work on the same network could
bring higher energy savings than enabling them separately, but
could lead to conflicts. Such conflicts reduce or negate energy
savings, or lead to undesired behavior, such as repeatedly
turning on or putting a node to sleep.

Turning the networks greener also presents some other im-
portant challenges. Bilal et al. [9] discussed the issues on
datacenter networks energy efficiency: in average, such infras-
tructures do not operate over 25% of the peak load, and the links
remain idle about 70% of the time. As there are many scattered
short idle periods rather than few and long periods, it is im-
portant to consider the traffic characteristic prior to applying
energy saving capabilities. Besides, performance and reliability
should be taken into consideration since degradation, latency,
and reliability decrease could reduce revenues substantially.

As the complexity in such scenario increased, the use of
policies to enforce network quality of service (QoS) or control
access became more necessary [10]. Policies can be used to
regulate the operation of such capabilities in order to avoid
conflicts among them. Policy-Based Network Management
(PBNM) is a well-known approach that can comprise either
QoS, access control or sustainability-oriented policies, helping
to address such management issues. PBNM presents several
benefits, such as less manual countermeasures and errors, au-
tomated analysis and verification based on a formal foundation,
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dynamic inspection and adaption at runtime, without demand-
ing changes in the underlying implementation [11].

However, using policy-based management is not straightfor-
ward. The operators define the high-level policies, and these
policies have to be refined into policies at the operational level,
a process known as Policy Refinement [12]. A fully automated
refinement of high-level policies down to low-level policies,
applicable in the network, is still an open issue. The challenge
increases if we consider the peculiarities of sustainability-
oriented policies and that the policy refinement and enforce-
ment is not only related to translation, but also to another
requirements, such as policy analysis (coverage and conflicts
detection and resolution), or resources discovery.

The existing policy refinement methods focus on translating
policies from a high to a lower level of abstraction. In general,
they support policy analysis, resources discovery and network
dynamicity aspects. However, the methods neither fully support
energy efficiency capabilities representation, nor allow the ca-
pabilities orchestration, that is, to coordinate and combine them
to save more energy while ensuring a conflict-free operation.

This survey presents the necessary background to substan-
tiate the challenges of sustainability-oriented policy refine-
ment. Three main contributions are presented in this work: the
definition of what is a sustainability-oriented policy and its
different abstraction layers; a list of requirements to evaluate
a policy refinement method considering sustainability issues;
and a classification and analysis of policy refinement methods
to support sustainability-oriented policies, showing the trade-
offs between automation and the solution generality (regarding
if it is domain specific or not).

To the best of the authors’ knowledge, this is the most
complete evaluation of refinement methods, as well as the first
to evaluate them considering sustainability-oriented policies.
Boutaba et al. [10] presented a historical perspective on policy-
based management, but not focusing on policy refinement.
Phan et al. [13] evaluated five policy frameworks (IETF, Pon-
der, KAoS, Rei and WS-Policy) in light of Service-Oriented
Architecture (SOA)-specific criteria, but they did not evaluate
refinement methods. Hu and Fu [14] presented a first evaluation
of policy refinement methods, providing an overview of the
current refinement methods. However, their approach does not
consider sustainability-oriented policies.

The remainder of this article is organized as follows:
Section II presents the related background and the policy
abstraction levels, based on academic literature. Section III
describes what is a sustainability-oriented policy. Section IV
defines the requirements that a policy refinement process
should address and the extended capabilities necessary to re-
fine sustainability-oriented policies. Section V describes and
evaluates the existing policy refinement approaches consider-
ing the sustainability-oriented policy requirements. Section VI
discusses the presented analysis. Final considerations are given
in Section VII.

II. BACKGROUND ON POLICIES AND POLICY REFINEMENT

Moffett and Sloman [12] define a policy as “a plan of an or-
ganization to achieve its objectives.” Policies define the desired

behavior of systems and their components. Westerinen et al.
[15] state that a policy can be defined from two perspectives: as
a goal to guide decisions, executed within a particular context;
or as a set of rules to manage and control access to network
resources, as defined in [16]. Strassner [17] defines a policy as
a set of rules or goals used to manage or control access to a set
of resources and services of Information and Communication
Technologies (ICT).

Most authors divide policies in two types: one to state what
must be done in the system, given a certain condition, called
obligation or management policy; and another to define what is
allowed or not, restricting the system access, called authoriza-
tion or access control policy [17], [18]. Authorization policies
are expected to be less dynamic than obligation policies, since
the latter are triggered by events, but are dormant until the event
occurs, while authorization policies are acting all the time [18].
Wies [19] extended this classification including information
regarding lifetime, geographical scope, organizational struc-
ture, type of service, targets, and management functionalities
to which the policy applies. The author then uses this criteria
list to derive attributes for policy templates.

A. Policy-Based Management and Policy-Based
Network Management

Considering the challenges and the complexity in the man-
agement of large distributed systems, especially sustainability-
oriented ones, the management of systems driven by policies
is being widely used to decrease the management complexity.
This is called Policy-Based Management (PBM) and in the case
of networks, Policy-Based Network Management (PBNM).

Strassner [17] defines PBM as the application of policy
rules to manage the configuration and behavior of entities.
Agrawal et al. [20] stated that the aim of PBM is to operate
and dynamically reconfigure computing resources guided by
rules, so that the system goals can be achieved and the system
can react in a more agile way. Boutaba and Aib [10] cite
the maintenance costs, flexibility, and adaptability as PBM
advantages. The same authors [10] presented an extensive work
on the historical perspective of policy-based management until
2007. Fig. 1 presents the topics discussed and some examples.

Besides presenting the different types of policies, the authors
present the history of works related to security, management,
and networking policies, such as the framework proposed by
the Internet Engineering Task Force (IETF). The framework
represents the basic components a policy system must consider:
a management tool, a human friendly interface for policies
specification; a policy repository; a policy decision point (PDP),
which controls the system and decides the actions that are going
to be enforced; and some policy enforcement points (PEP),
which will apply the decision taken by the PDP [21], as illus-
trated in Fig. 2. IETF also proposed the Common Open Policy
Service (COPS) protocol to exchange information between the
PDP and the PEP [22].

Policies are created, modified and stored by the Policy
Management Tools and the Policy Repository; searched and
retrieved by the PDP; and enforced by the PEP. This architec-
ture presents the essential components that a PBNM system
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Fig. 1. Policy-based management relationships and topics based on [10].
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Fig. 2. IETF architecture for networking policies [21].

must comprise, in a device and vendor independent manner,
interoperable and scalable [21].

More recently, with the cloud infrastructures development,
policies have been gaining more importance. The infrastruc-
tures are getting bigger, the need for automation is gaining
importance, and so does the policy-based management in such
environment. There are different inputs driving policies, such
as regulations, privacy concerns, application requirements, and
business rules [23].

For OpenStack environments, for instance, some of the re-
cent efforts are in Congress, a “project to provide policy as a
service across any collection of cloud services in order to offer
governance and compliance for dynamic infrastructures.” It
ensures that applications managed by the orchestration module
(in the case of OpenStack, the Heat module) are consistent with
business policies across different resources, such as compute,
storage, and network. It works in conjunction with isolated
policy engines, such as the Neutron for networks in OpenStack
environments, being a single point of entry for administrators
to define policies that are later distributed for the enforcement
points [24].

« Started on 1988 with the

Management
Policies PhD W?".ks under
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Robinson, Moffett, Twidle
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« Abstraction Layers

Policy Refinement |, Consistency Analysis

B. Policy Representations

Several proposals have been made to represent policies.
The Policy Description Language (PDL) [25], developed in
1999 at Bell-Labs, is an event-based language. It has a simple
syntax that represents event-condition-action rules, only sup-
porting obligation rules [26]. Ponder [27] is the most widely-
deployed policy language [28]. The language name became
associated with the complete toolkit to specify, analyze and
enforce the policies. The last version, Ponder2, is a language for
security and management policies, based on the object-oriented
paradigm [29].

IETF proposes using an object oriented information model to
represent policies. The Policy Core Information Model (PCIM),
later extended to PCIMe [16], defines policies rules and their
different parts in a vendor independent manner, supporting the
definition of different levels of abstraction. It was based on the
Core Information Model (CIM), a conceptual framework for
the schema of the managed environment [30]. The Quality of
Service (QoS) Policy Information Model (QPIM) [31] special-
izes PCIM to deal with QoS management. In QPIM and PCIMe,
all components of a policy are represented as classes. Repre-
senting policies using information models has an advantage:
the classes can be mapped to structure specifications, such as
XML. These structures can then be implemented in the policies
repository [26]. Fig. 3 exemplifies what an information model
is with a small excerpt of a bigger information model.

C. Policy Abstraction Levels and Policy Refinement

Regarding policy refinement aspects, the focus of this
survey, the first important point to consider is that a PBNM
solution must offer a particular level of abstraction to the net-
work administrator, expressing policies in a high-level language
rather than as sets of configuration parameters or commands
specific to particular types of network devices [14].

A policy can be seen within a hierarchy of different abstrac-
tion levels, according to the way it is expressed, communicated,
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TABLE 1

PoLICY LEVELS PROPOSED BY DIFFERENT AUTHORS

Policy Type Maullo[;;l]d Callo Sloman [18] Wies [19] Koch [33] Strassner [17]
Societal (prlinciplles) Corporate or Requirements Business (SLA,
Directional (goals, . high-level enterprise rocesses, guides
D Goals (actions or : P! p " 8
such as organizational operaiions that (derived from viewpoint) and goals)
and corporate goals) corporate goals)
Organizational . have to be .
High Level (practices) interpreted by S};fte}rjn (detalls
Functional (targets humans or Task oriented the business,
une ) &ets, refined by an olicies (related Goal including
pollgy maps to ‘mf)re expert, p {0 Drocess (information metrics, device
precise metho@s like application mang em;ﬁ) viewpoint) and technology
s Ceocrilgcg:triztrllgnor dependent € independent
wlc))rkload taréets) systems) policies
Network (structures,
. languages, device
Process Rules (?CUOHS or Functional independent,
: Lovel (guidelines, in ope{)atlons thatd (define the use technology specific
nterm. Leve some structured can be execute of management policies)
language) by automated functions) Operational ] -
tools) . Device (device and
(computational technology specific)
viewpoint) Y sp
Low level Procedure (rules, Mechanism Low level (operate at Instance (device
ow leve encoded procedures information, rules for the level of managed specific
that are executables) implementation objects) commands)

or automated [32]. There may be several layers of policies,
starting at high-level business policies, down to rules for imple-
mentation in network devices [18]. The number of layers may
be arbitrary and application specific. Koch et al. [33] state that
the minimum number of layers is three in order to bridge the
gap between the highest and the lowest level. Strassner [17]
proposes the Policy Continuum, composed by five levels of
abstraction: Business, System, Network, Device, and Instance
Levels.

Table I summarizes different levels proposed by different
authors using three layers as the basis for classification: high-
level, in which the business goals are expressed; intermediate-
level, in which the policies are more structured; low-level, in
which there are procedures and implementation mechanisms.
The views vary from high-level device-independent to low-level

device-specific, thus enabling different constituencies to detail
policies with a proper terminology [34].

The translation process from high-level to low-level is
referred to as Policy Refinement [32]. Policy refinement is
the process of translating a policy described in a high-
level of abstraction (business rules, operator language) into
the device-specific corresponding configuration [17], [35].
Bandara et al. [35] provide a more formal definition of policy
refinement:

If there exists a set of policies Pyo; = pl, p2, ..pn, such that

the enforcement of a combination of these policies results

in a system behaving in an identical manner to a system
that is enforcing some base policy Ppge, it can be said that

Pser 1s a refinement of Pp,g. The set of policies Py =

pl, p2, ..pnis referred to as the refined policy set.
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Fig. 4. Automation level of policy refinement techniques.

According to Craven et al. [36], the automation of policy
refinement promised important benefits, but very few concrete
approaches have emerged since then. Lobo er al. [37] stated
that the policy refinement should be as automated as possible
because the manual process is error prone and very dependent
on a specialist, thus potentially incurring high costs. Verma [38]
supports this idea by claiming that, with the increasing technical
complexity, it is becoming difficult to find trained personnel
who can manage new features (as in our case the energy
efficient ones), so that a largely automated policy-based net-
work management would simplify the administration process.
However, Bandara [35] identified a trade-off between automa-
tion and generality of an approach, showing that, the more
automated the refinement, the more domain-specific it is, as
illustrated in Fig. 4. This indicates that an automated refinement
solution for the sustainability domain should be specific.

III. SUSTAINABILITY AND POLICY-BASED MANAGEMENT

Several proposals have been developed on energy efficiency
capabilities, ranging from local chip-level features for more
power-efficient nodes to routing protocols. Bolla et al. [1]
classified the existing solutions to reduce energy consump-
tion in communication networks into three categories: (1) re-
engineering, which addresses the design and materials used in
equipment; (2) dynamic adaptation, which deals with adapting
the network according to traffic or service requirements; and
(3) sleeping/standby, which puts to sleep unused devices or
parts of the device. Some capabilities could be applied at the
network level, thus requiring knowledge of the entire network,
or at the device level, requiring only local knowledge.

Other classification of techniques and mechanisms can also
be found in [9], [39], and [40]: traffic/resource consolidation,
selective connectedness, proportional computing, and virtu-
alization. Traffic/resource consolidation creates opportunities
to save energy based on the network behavior (workloads),
adapting the network in order to change the state of unused
equipment. Selective connectedness refers to the dynamic adap-
tation of devices. It allows parts of the device to go idle
for some time, as transparently as possible, moving network-
related traffic processing from high-consumption main board
CPUs to low-power devices or external proxy devices. This
technique is also referred to as interface proxying in Bolla et al.
[1] and Bianzino et al. [39]. Proportional computing was first
introduced by Barroso and Holzle [41] and refers to the idea
of the system consuming energy in proportion to its utilization,

[

Dependent
Case based Goal
Reasoning Elaboration

Energy Efficiency

Capabilities
Node Components Node Scope Network Scope
Scope
« Adaptive Link Rate « Synchronized « Green Traffic
« Advanced Coalescing Engineering
Configuration and « IEEE 802.3az (Energy ~ « SustNMS

Power Interface Efficient Ethernet) « Elastic Tree

Fig. 5. Energy efficiency capabilities examples.

including techniques of link rate adaption. Virtualization allows
more than one service to operate on the same piece of hardware,
thus improving the equipment utilization.

Schlenk et al. [42] proposed a taxonomy that, rather than just
describing the capability (rate adaption, sleeping, and energy-
aware routing), takes the scope of the capability into account:
Node Components Scope (node components, memory), Node
Scope (network nodes), and Network Scope, as illustrated in
Fig. 5. The broader the scope, the more complex the control
and more configuration options are available.

Related to the Node Components Scope, Adaptive Link Rate
(ALR) allows to reduce or increase the link rate between two
interfaces in accordance with the traffic, using existing Ethernet
data rates [43]. Advanced Configuration and Power Interface
(ACPI) performs rate adaption and sleeping in parts of devices
[44]. In the Node Scope, Synchronized Coalescing (SC) [45]
uses traffic bursts to create idle periods, during which it is
possible to put devices to sleep. While the device is sleeping,
incoming packets are buffered until a threshold is exceeded.
The device then wakes up and forwards the buffered packets.
IEEE 802.3az (Energy Efficient Ethernet) defines mechanisms
to put interfaces in idle mode when there is no data to send, in
a way that allows it to wake up quickly when a new packet
arrives [46]. Related to the Network Scope, Green Traffic
Engineering (GreenTE) [47] is used to free some links by
moving their traffic onto other links. SustNMS, a sustainability-
oriented policy-based network management system [7], was
designed inspired on GreenTE and network-level policies to an-
alyze trade-offs between energy efficiency and reliability. With
information from power profiles of devices, it performs green
traffic engineering and puts unused devices to sleep. ElasticTree
[48] was designed for SDNs and uses the similar approach of
concentrating traffic to put unused devices to sleep, focusing
on fat-tree topologies in datacenters. These capabilities have
different parameters that can be configured according to the
necessity. Examples are, in SC, the DutyCycle (the amount of
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time the equipment must remain in sleep mode), tOn (the time
the equipment must remain in operation mode), and threshold
(the number of packets that determine if the node should remain
operating or sleeping), and, in ElasticTree, the safety margin
(the higher the safety margin, the higher the reserved bandwidth
and the possible performance).

A. Sustainability-Oriented Policies

Policies have been commonly used to specify Quality of
Service (QoS) and access control rules [49]. Now, with the new
requirement of making networks more energy efficient, policies
should encompass sustainability. We define a sustainability
policy as follows:

A sustainability-oriented policy is a policy that manages

energy efficiency features in the network.

Relaxing QoS requirements in ICT systems may yield oppor-
tunities to achieve more energy savings [50]. According to the
authors, a “Green SLA” is a type of Service Level Agreement
(SLA) that offers an extended scope of energy optimization by
relaxing the existing performance parameters, introducing new
energy performance parameters, and providing incentives to the
customers in exchange for a specified performance degradation
of the services.

B. Abstraction Levels of Sustainability-Oriented Policies

To complete the definition of sustainability-oriented poli-
cies, we present definitions and an example for each abstraction
level defined in Carvalho er al. [11]. The authors propose
a methodological approach for sustainability-oriented policies
refinement that used the Policy Continuum levels defined in
[17] as basis.

A Business Level policy expresses business goals or service-
level agreements (SLAs) parameters, defined in the Service
Level Specifications (SLSs), the technical specifications deriv-
ing from the SLAs. Goals can be established inside a company,
as the operational policies described in [51], to accomplish
sustainability objectives, such as to reduce energy consumption
or greenhouse gas emissions. Goals can also be established
based on SLAs. For sustainability, a promising approach is to
allow a relaxation of traditional SLAs as proposed by [50].
Furthermore, the business level policies also need to encompass
the description of objectives in terms of energy efficiency.

The System Level describes the operation of a policy in
a device and technology independent fashion, without using
networking specific terminology. At this level, it is expected
to specify the metrics to accomplish the SLAs and the goals.
Table II clarifies the possible metrics that are consolidated at
this level and also exemplifies sustainability metrics in different
abstraction levels.

A Network Level policy is device independent, but technol-
ogy specific. It is commonly expressed in an Event-Condition-
Action form. Sustainability-oriented policies in the network
level should comprise obligation policies, e.g., to put the routers
in a given path to sleep if the workload is smaller than 20%,
and authorization policies, e.g., to allow a network function
to put the router to sleep. This level faces a greater degree

TABLE II
EXAMPLES OF SUSTAINABILITY METRICS IN THE POLICY CONTINUUM

[ Metric [ Details
Business Energy related OPEX Operational expenditures with
energy
System Watts-hour per energy Amount of energy used per
source different energy source
Power Usage Effectiveness | Total Facility Power divided
(PUE) by IT Equipment Power [52]
Network Network Energy Watts/bits of a set of
Consumption Rating equipment [53]
(NECR)
CO3 emissions Given the energy
consumption of the network
and energy source [54]
Device Energy Consumption Energy Consunsumption
and Rating (ECR) divided by the Effective
Instance System Capacity [52]
EPI (Energy (Power Consumption at
Proportionality Index) Maximum Workload (PM) -
Power Consumption at Idle
Mode (PI)) divided by PM
multiplied by 100% [52]

SLA, Processes, Guides and

7S Goals
v

Sustainability and Performance

Indicators

E
4

Metrics for Network Operations

related to its Technology
0.
v
Metrics for Device Operation

0.
4

Variables applied to Devices
and its Components (e.g. MIB)

Fig. 6. Sustainability-oriented policy refinement

proach [11].

methodological — ap-

of dynamicity than the system level. For instance, suppose a
virtual router that was migrated to a new locality. Although such
an operation is transparent to the system level, the network level
must take into account some particularities of the new locality,
such as another energy source or another underlying topology.

The Device Level is device and technology specific, imply-
ing that a policy at this level is described with respect to pro-
tocols and features directly supported by a network node. The
role of the devices is also relevant at this level. An administrator
can thus create a green role for devices that take part in a green
solution. An example of a policy at this level would be “Enable
ALR and set the link rate to 10 Mbps on the Interfaces.”

The last level of the policy continuum is the Instance Level.
The instance level policies express the machine-readable com-
mands (e.g., NETCONF, SNMP, OpenFlow, or CLI commands)
for each device. This level is tightly related to node and vendor-
specific characteristics and to particular software releases. An
example of a policy at this level would be “netconf enable
ALR maxRate = 10Mbps.” Fig. 6 summarizes all the levels for
sustainability-oriented policies.

Section IV presents the requirements a method should fulfill
in order to refine the policies between these levels.
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IV. SUSTAINABILITY-ORIENTED POLICY
REFINEMENT REQUIREMENTS

After defining energy efficiency capabilities and
sustainability-oriented policies, in this section we exploit the
requirements a refinement method should fulfill in order to
support the refinement of policies in general, including the
support to sustainability-oriented policies.

As the requirement (i), the refinement process should com-
prise translation steps (automated or human guided) [12]. A
policy refinement approach considered fully automated must re-
fine the policies from the highest level down to the lowest level
of abstraction, where the actions are applied. This translation
could interpret the semantics of policies or could be limited to
a syntactical transformation which, albeit more limited, could
meet the refinement requirements [19].

As requirement (ii), the transformation process should take
into account the resources presented in the network [19], [38].
This includes any type of related resources, such as the equip-
ment and the capabilities available (such as QoS or energy
efficiency capabilities).

The requirement (iii) is the verification if the refined policies
meet the requirements of the original policy [12]. This relates to
coverage analysis, which verifies if the refined policies cover all
the high-level objectives. Examples of coverage analysis are to
check if every member of the high-level policy is addressed by
the lower-level policies, or if at least one authorization policy
is applied to each object under management. There are much
more challenging problems, and the completeness is hard to
achieve [18].

Coverage is part of a broader study area called Policy Analy-
sis, which deals with coverage gaps, policy comparison, behav-
ioral simulation, and conflicts. A conflict may occur when one
policy interferes in the behavior of another policy, denying its
action or putting the managed objects in undesired states. This
happens when there is an overlap between subjects or targets.
The task of detecting (and solving) conflicts, the requirement
(iv), is extremely difficult and is generally related to authoriza-
tion policies. For other types of policy, conflict detection de-
mands application knowledge or some human intervention [18],
[55]. Verma [56] stated that, if a policy is represented without
any constraints, the policy conflict detection can be shown to be
NP-complete. Therefore, some constraints are required when
representing policies. Considering these constraints, the author
proposed a solution using topological spaces.

A simpler solution to detect conflicts is to search for overlaps
in each pair of policies. Such solution has a running time of
O(dimensions s number_of _policies®) [56]. The author sug-
gests combining these and other simplification techniques to
improve the running time of detecting conflicts. And, to solve
the detected conflicts, the most common way is to make the ad-
ministrator choose which policy has more priority, the approach
also used by Kagal [57]. The conflicts can be solved during
translation, starting at the highest level, or in a lower level.
Solving conflicts during translation results in a more complex
process and may cause problems in dynamic domains [19].

Conflicts detection and resolution is a requirement of any
type of policy. However, there can be more conflicts in envi-

ronments where sustainability-oriented policies are presented.
This is due to their antagonic characteristic: whereas the
sustainability-oriented policies work to reduce energy con-
sumption, the usual QoS policy tries to maximize performance,
thus maybe not enabling energy savings. Relaxing QoS re-
quirements may enable opportunities to achieve more energy
savings [58].

Policy refinement methods should also deal with dynamicity,
the requirement (v). That is, apply policies in different time
slots or be able to determine what to do when the scenario
changes (for instance, when a node migrates to another net-
work). To deal with temporal dynamicity, Sloman [18] cites
policy constraints, which are predicates referring to global
attributes such as time or action parameters. They can define
allowed values in management operations, or define precondi-
tions. Regarding scenario changes in an energy efficiency case,
the policies could express the migration of processes between
machines when the workload achieves a particular value and
the system is not in peak hours, for example.

Wies [19] suggests treating scenario changes like the initial
enforcement actions. This is because changing a target or an
action, for instance, may require a complete new refinement.
The same author complements the idea by stating that a
policy should be able to emit notifications when any of its
parts changes, so that the necessary actions can be performed.
Monsanto et al. [S9] propose to use parameterized policies. The
parameters of the policies can be updated whenever a scenario
changes.

Considering sustainability-oriented policies, dynamicity
gains importance, given the attempts to save energy that take
advantage of time periods in which the bandwidth utilization
is low. This way the network administrator can take advantage
of the significant difference between the usage rates during day
and night.

Dinamicity is also paramount in strategies that attempt to
move, for instance, a virtual node to a more energy efficient
location, or to a location with a different energy matrix. This
would imply changing the parameters of the policies of this
virtual node, which now may be in a location with different
probe rate, power consumption, or even green capabilities.

As the next requirement, (vi), the method should be able
to represent policies in order to keep context, coherence, and
integrity of the network under determined conditions [32]. This
implies that, in order to handle sustainability issues, besides
supporting traditional obligation and authorization policies,
the method should be flexible to accept sustainability met-
rics, energy efficiency rules, and interface with new features,
such as changing the equipment chip’s operating frequency to
save energy or put a router to sleep. Without modeling, for
instance, the sleeping action, the system would not be able to
enforce the action during the operation. Or, without modeling a
new type of variable, such as the Watts/bits ratio, the system
will not be able to monitor this value and take the necessary
decisions.

Maullo and Callo [32] suggested using object-oriented mod-
eling for such system representation. PCIM (and PCIMe) rep-
resents policies using classes. An information model using
object-oriented diagrams, such as UML, could be developed
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TABLE III
REQUIREMENTS SUMMARY

Requirement Summary

(i) Translation Refine down high-level policies, considering
the different abstraction levels
Take into account the resources in the
underlying network, including the capabilities
available
Verify if the refined policies fulfill the
requirements of the original, high-level policy
Detect and solve conflicts among policies
Deal with dynamicity of time and scenario
changing
Represent sustainability-oriented and other
types of policies, including metrics and
specific actions
Orchestrate (coordinate and combine) energy
efficiency capabilities to save more energy
and ensure a conflict-free operation

(ii) Resources

(iii) Verification/
Coverage
(iv) Conflicts
(v) Dynamicity

(vi) Sustainability
representation

(vii) Capabilities
orchestration

to represent sustainability-oriented policies and all the compo-
nents and relationships among them. Such information model
can be an extension of PCIMe.

Another requirement, (vii), is the orchestration of green
capabilities, that is, the method should be able to (a) choose the
best capability considering the network situation, (b) combine
different capabilities in order to increase the energy efficiency,
and (c) avoid combining conflicting capabilities, such as simul-
taneously applying on the same node two capabilities that put
the device to sleep. In this case, there could be a conflicting
situation in which the capabilities act in opposite ways, leading
to savings negation or even failures.

Table III summarizes the sustainability-oriented policies re-
finement requirements. These requirements model the desired
behavior of a refinement method which, besides supporting the
refinement of different types of policies, also enables energy
efficiency capabilities orchestration, a mandatory requirement
considering the current efforts on saving energy. The require-
ments and the trade-off between generality and automation
presented in Section II show that it is not an easy task to re-
fine sustainability-oriented policies through the different policy
abstraction levels. For example, it involves the translation of
sustainability-related parameters and metrics from high to low-
level, the construction of new network rules, and the binding of
network rules with specific green technologies.

In a large distributed system, the management of policies in
general, not only of sustainable ones, is a very complex and
error-prone task, usually requiring experienced professionals.
A policy refinement method for sustainability-oriented policies
should be conceived fulfilling the discussed requirements and
minimizing the human dependency and intervention in the net-
work management, thus decreasing the probability of errors and
the costs involved in retaining trained professionals specialized
in low-level tasks.

Section V evaluates different existing approaches to policy
refinement, with respect to the discussed requirements. The
evaluation focuses on the level of automation of the approaches
and on how easily they can be adapted to refine sustainability-
oriented policies.

Refinement Methods
Classification

Rule-Based Classification and Logic-Based
Approaches Case-Based Reasoning Approaches
+ Verma (2002) * Beigi (2004) + Bandara (2004)
« Beigi (2004) « Udupi (2007) « Rubio-Loyola (2008)
« Liao (2005) « Craven (2011)

+ Carvalho (2012)

Fig. 7. Refinement methods classification.

V. ANALYSIS OF THE POLICY REFINEMENT APPROACHES

In order to evaluate the existing approaches to policy re-
finement, we take into consideration the requirements listed
in Section IV and the classification of methods we present
in Fig. 7. This figure presents our proposal for grouping the
methods according to their approaches and evolution in time.
The first category, Rule-Based Transformation, groups the ap-
proaches that propose pre-defined rules to perform the refine-
ment. Such approach tend to be more domain specific and more
automated. The second category, Classification-Based Refine-
ment and Case-Based Reasoning, relates to those approaches
that use some learning techniques to perform the refinement.
Albeit relating to just one abstraction level translation, they
represent important techniques that could be used to improve a
complete refinement method. The third category, Logic-Based
Approaches, groups more generic methods that use more for-
mal representation of policies. They tend to be more generic and
less automated in nature, demanding some effort on modeling
the application so that the method can be automated.

A. Rule-Based Transformation

The approach of Verma [56] is domain specific and one of
the most automated approaches. It uses table lookup techniques
for network QoS management. It defines only two levels of
policies: one at the business level, another at a technology-
specific level, between which the refinement method is au-
tomated. The author proposes to use tables to relate users,
applications, and devices to classes of service. The method per-
forms table lookups to build the relationships during the refine-
ment, thus depending on the correctness of the table contents.
This drawback is compensated by the easiness of analyzing
contradictions and coverage of such a rule-based notation.

The author proposes a module able to determine the network
topology, users, and applications, in conjunction with the ca-
pabilities available. The validation of results is certified by the
table lookup approach, responsible for validating the informa-
tion and bounds of policy attributes and parameters. Regarding
policy analysis, the author mentions coverage verification and
propose algorithms to be used to check policy conflicts and
unreachable policies. To detect conflicts, the author suggests us-
ing topological spaces. Any potential conflict detected is solved
through the attribution of priorities to the conflicting policies.
The author also checks feasibility, that is, if the refinement
target can be achieved. This can be determined by using queue
models to predict if the policy target is going to be achieved.
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TABLE IV
RULE-BASED APPROACHES SUMMARY

Approach [
Verma [56]

Summary

Table Lookup, domain specific, automated
approach
Extended [56], proposing policy templates to
turn the method more generic
Based on [56], but methodological, focusing on
sustainability-oriented policies

Liao and Gao
[61]
Carvalho et al.
[11]

The approach models the period of the day in the policies, but
does not model scenario changes. As the method is only able to
handle QoS policies, it does not support the representation of
sustainability-oriented policies and the orchestration of green
capabilities. Beigi ef al. [60] classify this approach as part of the
Static Transformation category of their tripartite classification.

Liao et al. [61] extend the translation of Verma [56] by
proposing a not domain specific approach based on recipes,
i.e., policy templates. The recipes define all possible refine-
ment alternatives for each business level policy, which are
branches describing possible steps based on high-level policies.
The policy refinement engine automatically refines policies
by choosing the refinement template, based on the conditions
of the templates. The refinement process starts with the pol-
icy refinement engine receiving a tagged abstract policy and
recipes. If there is a match between the tags and a policy in
the repository, the refinement engine produces a concrete policy
(i.e., ready to be applied) or an enforceable policy (i.e., to be
used by an agent).

Carvalho ef al. [11] propose a methodological approach for
sustainability-oriented policies refinement, from the business
level down to the instance level, with grounds on the rule-
based methods and based on the Policy Continuum described
in [17]. The process of policy refinement starts at the business
level, where high-level policies are translated down to the
system level by incorporating sustainability and performance
indicators. The system level policy is operationalized at the
network level using the Ponder2 framework [62]. The policies
described in Ponder2 must be interpretable by the devices in the
network. The device level uses a protocol, such as Simple Net-
work Management Protocol (SNMP), to refine the policy to the
instance level. The instance level policy then applies actions and
provides information for the upper layers. This approach can
be seen as a first step towards an automated policy refinement
for sustainability-oriented policies, defining a methodology that
could be used to develop an automated approach to the policy
refinement problem. Table IV summarizes the presented rule-
based approaches.

Regarding the refinement requirements, this category
addresses the automated translation, resources required, veri-
fication and coverage analysis, and conflicts detection and res-
olution requirements. The dynamicity requirement is addressed
partially, since time conditions can be modeled, but the dynamic
scenario can not. Regarding sustainability representation,
Carvalho et al. [11] supports it, and the other approaches could
be adapted to accept sustainability information models. To
conclude, regarding the seventh requirement, orchestration, the
approaches that fall in this category do not address it. The pro-

posed approaches deal with only one management capability,
not being able to handle different elements and capabilities.

B. Classification-Based Refinement and
Case-Based Reasoning

Classification-Based Refinement and Case-Based Reasoning
(CBR) approaches usually have just two abstraction levels,
including the implementation level. Nonetheless, they represent
important techniques in the policy refinement field. Beigi et al.
[60] detail three approaches to perform refinement: using static
rules, table lookup, and applying case-based reasoning, which
is more detailed. The case-based reasoning approach uses the
knowledge learned from the behavior of the system in the
past to predict its present and future behavior. The system
maintains a database of previous cases, in which each case is
a combination of business objectives and configuration param-
eters corresponding to that goal. When a new configuration is
needed, the system tries to find the closest matching case in the
database, or an interpolation between a set of matching cases to
determine the appropriated configuration. However, the authors
affirm that the effectiveness of the approach depends on having
a rich enough set of cases to be consulted in the database.

According to Boutaba and Aib [10], the case-based reasoning
approach has a number of weaknesses, such as the difficulty
to populate the case database, and the possibility of false
acceptance due to “generalizations made based on wrongly
constructed sets of cases.” The main advantage would be that
the system “becomes increasingly effective as its case database
grows in size.” The authors also state that a policy transfor-
mation mechanism should be used in conjunction with CBR.
The work of Beigi et al. [60] could be used in conjunction with
other modules to fulfill sustainability-oriented requirements, in
addition to providing classification and learning features.

The approach of Udupi et al. [63] statistically classifies
relevant low-level system attributes through static rules and
decision trees. This is performed in order to generate policies
to maintain the relevant attributes for system health. To execute
this, the approach counts with four main phases:

1) Test and Development: in this step, the method creates
a specific system configuration on the given high-level
policies and executes a workload. This workload is a
manual input of data around the target high-level poli-
cies to generate specific results in order to perform the
classification phase;

2) Classification: in this phase, a classification is performed
on the set of data collected before, based on a classifi-
cation algorithm to generate a decision tree. The decision
tree is used to verify if a path satisfies or not the high-level
policies;

3) Policy Derivation and Refinement: this phase derives the
paths generated in the classification phase into policies.
The refinement strategy applied at this level uses the
distribution statistics of the attributes on these true paths;

4) Allowed and Restricted Ranges: the parameters that al-
lowed ranges may have are derived from all the refined
policies, by union operations over the individual allowed
ranges.
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TABLE V
CLASSIFICATION AND CASE-BASED REASONING
APPROACHES SUMMARY

Approach [ Summary

Beigi et al. [60]

Case database of previous cases (combination of
business objectives and configuration
parameters). Increasing effective as the database
grows
Classification of parameters to generate policies
with relevant attributes for the system

Udupi et al. [63]

The test and development phase relies on a manual input of
workloads and static rules and the main goal is to classify im-
portant parameters. Besides, the authors state that their method
was developed for performance related goals, but the method
could be extended to comprise sustainability-oriented goals.
The approach presents a useful method for system monitoring
and health check when it is deployed and running. Table V sum-
marizes the presented classification and case-based reasoning
approaches.

Regarding the refinement requirements, this category ad-
dresses partially the automated translation, since it deals with
only one level up to the implementation. The methods do not
cover the resources required, verification and coverage analy-
sis, and conflicts detection and resolution requirements either.
The dynamicity requirement is addressed partially, since time
conditions can be modeled as a parameter, but there is nothing
related to the dynamic scenario. Regarding sustainability repre-
sentation, the methods could model sustainability parameters.
To conclude, regarding orchestration, the category does not deal
with capabilities, but with parameters and metrics.

C. Logic-Based Approaches

Bandara er al. [35] proposed a not automated method having
Event Calculus as the base formalism. The first step is to
translate abstract goals into operationalized goals, relying on
the KAOS methodology. The second step takes these goals and
maps them to specific modules. The method demands the sys-
tem description with domain specific information: objects and
respective domains, policy rules, and available management
operations with the objects they affect. The authors suggest
modeling the system with UML. The relationship between the
goals and the system description is called a Strategy [10]. After
describing the system and goals, the next step is to perform
abductive reasoning, which allows to derive the facts that
must be true for goals to be achieved considering the system
description.

Rubio-Loyola et al. [64], instead of using abductive rea-
soning, applied model checking to derive low-level actions
from high-level policies. The authors presented a policy refine-
ment framework, applicable to any domain, grounded in goal-
elaboration methodologies and analysis of reactive systems.
The approach uses Linear Temporal Logic to define relation-
ships between goals, needing one expert to define the goals,
another to select which to use in each case, and an automated
policy encoding to translate the defined goals into Ponder2
expressions [62].

In both cases, the goals were modeled in a formal manner,
what can help, for instance, in verifying if the refined policies
meet the high-level policies requirements. Charalambides et al.
[55] show how such technique can be used to detect conflicts
that emerge at run-time, besides presenting a proposal for
specifying policies to automate conflict resolution. A set of
rules with logical predicates detects and signals conditions
where conflicts may occur. To solve the identified conflicts,
the authors proposed attributing different priorities to the poli-
cies. However, such approach may not solve all conflicts, and
some of them may require human intervention for resolution.
Application-specific conflicts are even harder to treat since they
can depend on the current state of the system. In this case,
the network administrator can predefine policies that provide
a resolution in case a conflict occurs.

Craven et al. [65] proposed an automated policy refinement
method based on four stages: policy decomposition, opera-
tionalization, re-refinement, and deployment. The inputs of the
approach are:

e The initial business level policy, defined in a structured
natural language;

e The domain description, which is a UML model contain-
ing a representation of the structure of the classes, kinds
of possible associations, possible operations on instances
of the classes and an instance repository, that records the
objects existing in the domain and the relations between
them;

e Obligation or authorization policies that are decomposed
and operationalized; and

e Decomposition rules representing how actions and ob-
jects described at high level relate to those at a lower
level.

The authors use a variant of Event Calculus to describe the state
of the system and to express conditions under which a policy
applies. The refinement process interleaves two stages: de-
composition and operationalization. The decomposition stage
receives the decomposition rules given on the input and matches
the operationalized policies with object classes. The opera-
tionalization stage uses the domain description and the high-
level policies to provide information about how an action can
be implemented.

At this stage, the resources to which actions should be
applied are defined by a comparison of the instance repository
with the conditional statements of the policies. Then the poli-
cies are tested to assert whether they are expressed in terms
an enforcement point can understand. Finally, if necessary, the
decomposition stage is performed again to guarantee the accu-
racy of the refined instance level policies. The decomposition
rules relate actions to components. In a dynamic scenario, new
decomposition rules must be defined. The authors say that,
in such cases, re-refinement can be a way of automating the
necessary adjustments, but do not give further details. The
authors also state that a powerful policy analysis component
is essential [66].

The logic-based approaches can be adapted to interpret
sustainability metrics, rules, or actions, and the domain de-
scription could also encompass them. However, to address the
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TABLE VI
LoGIC-BASED APPROACHES SUMMARY

Approach [ Summary

Bandara et al.
[35]

Event Calculus to define policies, environment
defined using UML. Abductive reasoning for
refinement

Refinement using model checking instead of

Rubio-Loyola

[67] abductive reasoning, more automated
Craven et al. Variant of Event Calculus to define policies,
[65] domain described using UML. Two stages for

refinement: decomposition and
operationalization

orchestration of green capabilities, they would require the im-
plementation of a whole new module as an extension. Table VI
summarizes the presented logic-based approaches.

Regarding the refinement requirements, this category
addresses the automated translation, resources required, verifi-
cation and coverage analysis, and conflicts detection and resolu-
tion requirements after the domain is modeled. The dynamicity
time requirement is addressed, but the dynamic scenario is not.
Regarding sustainability representation, the domain modeling
could comprise sustainability aspects, so that the methods could
handle such parameters. Like the others, this category does not
address the orchestration requirement. The proposed methods
detail only one management capability being applied. It is
not possible to use the evaluated methods for orchestration of
various capabilities at the same time.

D. Other Related Initiatives

KAoS [68] is a framework that uses ontologies to define
policies and the relationships among parameters. Agrawal et al.
[69] define KAoS as “a collection of componentized policy and
domain management services originally designed for governing
software agent behavior, and then adapted to grid computing.”
A policy is specified in the KAoS Policy Administration Tool
(KPAT) module. The policies are then translated using prede-
fined ontologies to a format that can be monitored and enforced.
The method is also able to detect conflicts, but the decision
on what to do after detecting a conflict relies on the network
administrator. The method is applicable to any domain, since
the domain is ontologically modeled in the system [70], [71].
Automated policy refinement is mentioned by the authors, but
not further detailed.

Recently, with the gaining importance of SDN, some ap-
proaches to PBNM have been proposed with focus on such
environment. As examples, we describe below Procera [72] and
the work of Monsanto et al. [59].

The authors of Procera [72] propose a controller architecture
and a control language intended to offer more expressiveness
in SDN domains, providing means for network operators to
express policies in an easier way. It is based on principles of
functional reactive programming, which consist of continuous
time-varying behavior and event-driven reactivity [73]. Addi-
tionally, Procera responds to events from sources other than
OpenFlow, such as events triggered by user authentication or
use of bandwidth. The approach is intended to network oper-

ators, and the high-level policies must be manually translated
down to the network level.

The work of Monsanto et al. [59] presents another policy-
based approach for SDN environments. They propose a frame-
work on top of a POX controller and use the syntax of the
Pyretic language to allow high-level definition of policies.
Pyretic is a platform embedded in Python language that em-
bodies concepts such as packet-forwarding policy, network
conditions monitoring, and dynamic policy to respond network
events, enabling network operators to create sophisticated SDN
applications. The Pyretic language extends the Frenetic project
[74], a collaborative effort between researchers to develop a
language for SDN applications. The method also proposes
parameterized policies, similarly to what was proposed in [75].
This allows to update the parameters of the policies whenever
a scenario changes. The Pyretic language provides several
features in order to support network management, such as QoS
support with rate limiting and prioritization, which is useful to
sustainable purposes. However, like Procera, the highest level
in this solution is focused on network operators, not suiting for
business level.

VI. DISCUSSIONS AND FUTURE WORK DIRECTIONS

Table VII summarizes the analyzed categories of methods
with respect to the attendance of the seven requirements. The
table also highlights the trade-off between automation and
generality. None of the evaluated methods complies with every
requirement of a refinement method for sustainability-oriented
policy.

A. Lessons Learned

A desirable policy refinement method should be fully-
automated in order for a network management to support
sustainability. From the literature survey, we conclude that the
more restricted an application domain is, the more chances
there are to develop a fully automated solution for refinement.
To satisfy the sustainability requirements, the policy refinement
method should thus be domain-specific. A generic approach
demands much effort from an expert to provide application
specific information. Thus, in addition to being automated, in
order to be effective a method should be specific and extensible.

Among the evaluated methods, it can be verified that the
most automated approaches are those related to rule-based
refinement, which are more domain specific. The logic-based
methods are more generic, but demand a significant effort on
modeling the system, for example with UML. The approaches
generally support policy translation. Rule-based and logic-
based are the most complete categories and allow to fulfill the
requirements of resources discovery and policy analysis, i.e.,
verification and conflict detection. The temporal dynamicity
requirement is usually fulfilled, but scenario dynamicity needs
more effort in order to be fully automated. Energy efficiency
policies may demand more of this requirement considering their
more dynamic behavior.

Regarding the sustainability requirements specific to repre-
sentation, the methods could handle metrics, events, and actions
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TABLE VII
REFINEMENT METHODS CATEGORIES COMPARISON

Rule-Based Approaches

Classification and CBR

Logic-Based Approaches

Automation x The most automated

Somehow automated, not complete

Not domain specific, less automated,

Generality refinement demands modeling
(i) Translation N4 Partial: only one level up the Vv
implementation
(ii) Resources Vv X Vv
(i) Verification/ VA X Vv
Coverage
(iv) Conflicts VA X Vv

(v) Dynamicity Partial: only time

Partial: can handle time as a parameter

Partial: can handle time, but dynamic
scenario is not detailed

(vi) Sustainability Partial: Carvalho does, others should

Partial: could model sustainability

Partial: could model sustainability as an

representation support information models parameters input to the method
(vii) Capabilities X X X
orchestration

related to energy efficiency after some adaptation. On the other
hand, for the orchestration scenario, a completely new module
is required. There is no method able to coordinate energy
efficiency capabilities considering conflicts and determining
which single capability or group thereof is the best option for a
given network scenario.

B. Future Work Directions

In order to fulfill the sustainability-oriented policies refine-
ment requirements, a new method should be developed, mainly
to address the orchestration requirement, since there is no
existing solution to this issue. Kephart [76], and more recently
Bradshaw er al. [28], proposed that utility function policies,
which can be seen as extensions of goal policies, are key for the
future of PBM. Utility Functions may be interesting because
they combine values for different parameters, expressing an
optimization objective. However, they would only be really
useful if associated with interfaces and algorithms in order to
be more user-friendly [76].

Additionally, the area of policy-based network management
could benefit from an analysis that goes beyond sustainability.
For instance, studying how QoS and access control capabilities
could be fully supported by a complete and automated refine-
ment method, including the orchestration of such capabilities.

VII. FINAL CONSIDERATIONS

In this Survey, we presented an extensive background on
policies and Policy-Based Network Management, the defini-
tions, and refinement requirements for sustainability-oriented
policies. The existing refinement methods were analyzed in
light of these requirements. We concluded with a discussion
on what was possible to learn from the surveyed literature and
indicated some future work directions. As main contributions,
besides defining sustainability-oriented policies, we evaluated
the different proposals for policy abstraction levels, defined
the relationship among the metrics and the different levels,
described a complete requirements list for policy refinement,
and evaluated the existing methods in light of the sustainability
domain, besides classifying them in three categories. We also
listed other related initiatives.

A refinement method for sustainability-oriented policies de-
mands a complete refinement through the different levels of
abstraction. Additionally, it should address other requirements,
such as representation and orchestration of energy efficiency
capabilities, which the existing methods do not support. The
existing methods could be extended or complemented with
new modules to fulfill the requirements and make the network
management more automated and sustainable.
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